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Here's a clearer, more comprehensive version of your prompt:

Explain Google Cloud Storage (GCS) in depth and compare it with my Google One

2 TB subscription.

My Current Environment

I have an Ubuntu 24.04 Docker server running on Google Cloud Platform (GCP).

I recently purchased a Google One 2 TB storage plan and currently use only about

86 GB.

I have a large collection of PDF documents stored in Google Drive.

I also host websites and applications on my Docker web server.

Please explain the following in detail:

1. Google Cloud Storage vs. Google One

What is Google Cloud Storage (GCS)?

How is it different from Google One storage?

Why do both products exist?

Who is the intended audience for each?

What are the advantages and disadvantages of each?

When should I use Google Drive versus Google Cloud Storage?

2. Using PDFs in My Docker Applications

Suppose my Docker web application needs to display or download PDFs.

Can my Ubuntu Docker server create a pointer (link/reference) to PDF files stored

in my Google Drive instead of copying them onto my VM?

If yes, explain several methods:
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Public share links

Google Drive API

FUSE mounting Google Drive

rclone

Symbolic links

Which approach is considered best practice?

3. Migrating Public PDFs to Google Cloud Storage

People often recommend:

"If your PDFs are public-facing, migrate them from Google Drive to Google Cloud

Storage."

Please explain:

Why is Google Cloud Storage preferred for public documents?

How do I migrate thousands of PDF files?

Can the migration be automated?

Can folder structures be preserved?

Can I continue updating PDFs after migration?

How do I generate public URLs?

How do I secure files that should remain private?

Provide a complete migration strategy suitable for a beginner.

1. Storage Architecture

Explain where my files actually reside.

If I upload files to Google Cloud Storage:

Are they stored on my Ubuntu VM?

Do they consume my VM's 60 GB persistent disk?

Are they stored separately by Google?

Is Google Cloud Storage another virtual machine?

Is it similar to Cloud SQL?

Does it require me to rent another server?

Explain the architecture with diagrams or examples if appropriate.

5. Integrating Google Cloud Storage with Docker

Show how my Docker applications would access PDFs stored in Google Cloud

Storage.

For example:

AI-04460 GCP and Google Cloud Storage 2



Browser

│
▼
Docker Web Application

│
▼
Google Cloud Storage Bucket

│
▼
PDF File

Explain:

Authentication

Service Accounts

Signed URLs

Public buckets

Bucket permissions

Best practices for production environments

6. Costs

Please calculate the approximate monthly cost for storing:

500 GB

1 TB

2 TB

Compare these costs against my existing Google One 2 TB subscription.

Also explain:

Storage charges

Network egress charges

API request charges

Free tier

Typical monthly costs for someone hosting PDFs for a website

7. Best Knowledge Model (BKM)

Considering my goals:

Ubuntu Docker Lab on GCP

Learning DevOps

WordPress website
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Public PDF library

Desire to minimize costs

Existing Google One 2 TB subscription

Beginner-level cloud knowledge

What is the Best Knowledge Model (BKM)?

Should I:

Continue storing PDFs in Google Drive?

Move everything to Google Cloud Storage?

Use both together?

Mount Google Drive into Ubuntu?

Store only public PDFs in Cloud Storage while keeping private documents in

Google Drive?

Design a complete architecture that balances simplicity, scalability, security,

performance, and cost.

1. Beginner-Friendly Learning Guide

Assume I have little to no prior knowledge of cloud storage.

Teach me from the ground up:

Basic concepts

Core terminology

How Google Cloud Storage works internally

How to create my first bucket

Uploading files

Connecting Docker applications

Managing permissions

Automating uploads

Backup strategies

Long-term best practices

Finally, conclude with a recommended architecture for my environment and

explain why it is the most practical, economical, and scalable solution for both

learning and production use.

1. Google Cloud Storage vs. Google One
At a high level, both services store bytes on Google’s global infrastructure, but

they serve completely different paradigms: Personal File Management vs. 
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Programmatic Cloud Infrastructure.

                       ┌─────────────────────────────────────────┐

                       │          Google Infrastructure          │

                       └────────────────────┬────────────────────┘

                                            │

                   ┌────────────────────────┴────────────────────────┐

                   ▼                                                 ▼

     ┌───────────────────────────┐                     ┌───────────────────────────┐

     │   Google Drive / One      │                     │   Google Cloud Storage    │

     │  (Personal Workspace)     │                     │   (Developer / Enterprise)│

     ├───────────────────────────┤                     ├───────────────────────────┤

     │ • UI-driven (Web / App)   │                     │ • API & SDK-driven        │

     │ • User & Group Auth (IAM) │                     │ • Fine-grained RBAC & IAM │

     │ • Human Collaboration     │                     │ • Machine-to-Machine      │

     │ • Desktop Sync / Mounts   │                     │ • High Throughput & Scale │

     └───────────────────────────┘                     └───────────────────────────┘

What is Google Cloud Storage (GCS)?

GCS is an object storage engine. Unlike a traditional filesystem with nested

folders and block-level storage (like your VM's hard drive), GCS stores data as 

unstructured objects (files) inside flat namespaces called buckets. Each object

consists of the file data itself, a unique key (the path/filename), and key-value

metadata. Access is handled via HTTP REST APIs, SDKs, or command-line

utilities.

How is it different from Google One?

Google One is a consumer subscription and billing plan that provides shared

storage quota across Google consumer apps: Google Drive, Gmail, and Google

Photos. It is designed for interactive human use via a web browser or mobile

app.

Google Cloud Storage (GCS) is an IaaS (Infrastructure-as-a-Service) utility

billed on a metered, pay-as-you-go basis (per gigabyte, per API request, per

gigabyte of network egress). It is built to be consumed by code, servers, and

automated systems.

Why do both products exist?
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Google created Google One / Drive for end-user collaboration, document editing,

and personal file sync. It includes features like real-time co-authoring, trash

recovery, revision histories, and human-friendly sharing links.

It created GCS to power cloud-native software architectures. Web apps, backup

pipelines, data lakes, and machine learning models require high-concurrency

throughput, programmatically managed service accounts, explicit edge-caching

lifecycle rules, and zero rate-limiting constraints under heavy web traffic.

Feature Google Drive / Google One Google Cloud Storage (GCS)

Primary

Consumer

Humans, Web Browsers, Mobile

Apps

Code, Servers, Web Applications,

APIs

Interface
Graphical UI, Mobile App,

Desktop Sync

REST API, gcloud / gsutil  CLI,

Language SDKs

Billing Model
Flat monthly/annual

subscription for fixed quota

Metered pay-as-you-go (Storage +

Egress + Operations)

Access Control
Google Accounts, Email shares,

Web Links

GCP IAM, Service Account Keys,

Signed URLs, ACLs

Throughput &

Limits

Aggressive API rate limits per

user/folder

Scale to millions of concurrent GET

requests/sec

Egress

Bandwidth

Subject to anti-abuse download

caps

Unlimited scaling (you pay per

gigabyte transfer)

When to use which?

Use Google Drive / Google One for: Personal documents, personal PDF

archives, private family photos, collaborative documents requiring editing, and

files you access manually from your laptop or phone.

Use Google Cloud Storage for: Assets served directly by web applications

(e.g., WordPress media libraries, public PDFs), server backups, Docker

container assets, large-scale data pipelines, and public web hosting assets.

2. Using PDFs in Your Docker Applications
If your web application running inside Docker on your Ubuntu VM needs to display

or download PDFs stored in Google Drive, your application can reference them

without copying the raw files to the local disk.
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┌────────────────────────┐      Direct File Stream / Redirect     ┌──────────────────────

──┐

│  Browser / End User    │ <────────────────────────────────────> │      Google Drive      

│

└───────────┬────────────┘                                        └──────────────────────

──┘

            │                                                                 ▲

            │ HTTP Request                                                    │

            ▼                                                                 │ API /

┌────────────────────────┐                                                    │ Redirect

│   Ubuntu Docker VM     │ ───────────────────────────────────────────────────┘

│  (Web Application)     │  Generates Share Link / Calls Drive API

└────────────────────────┘

Methods Examined

1. Public Share Links (Direct URL Embedding)

How it works: You set the PDF sharing settings in Google Drive to "Anyone

with the link can view", extract the file ID, and construct an embed or

download URL (e.g., [https://drive.google.com/uc?export=download&id=FILE_ID]

(https://drive.google.com/uc?export=download&id=FILE_ID) ).

Pros: Extremely simple. Zero code overhead on the Docker server.

Cons: Google Drive enforces aggressive anti-abuse download limits. If your

web app gets moderate traffic, Google will block the URL with a 429 Too Many 

Requests  error or a virus-scan confirmation intercept page.

2. Google Drive API

How it works: Your Docker app uses a Service Account or OAuth 2.0

credentials via the official google-api-python-client  (or similar language SDK) to

fetch file metadata or stream binary streams directly through your backend

server to the client.

Pros: Programmatically secure. Works with private files.

Cons: High latency (your server acts as a middleman proxying heavy PDF

streams), complex token handling, and strict per-minute quota limits on the

Drive API.
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3. FUSE Mounting Google Drive ( google-drive-ocamlfuse )

How it works: Uses a Filesystem in Userspace (FUSE) driver to mount your

Google Drive directory directly into the Ubuntu host filesystem (e.g., at 

/mnt/gdrive ), which you then bind-mount into your Docker container.

Pros: Allows legacy local-file code to read Drive files seamlessly.

Cons: Unstable in production. High latency, high CPU overhead, frequent

token disconnects, lack of POSIX locking compliance, and severe

performance bottlenecks when handling concurrent reads.

4. rclone  (Sync / Mount Driver)

How it works: rclone  can run as a background service or cron job to sync

files, or run rclone mount  to expose Google Drive as a local directory.

Pros: Far more robust and performant than basic FUSE tools. Excellent for

background backup scripts.

Cons: Still exposes your server to Google Drive's underlying API rate limits.

Not suitable for high-concurrency production web request loops.

5. Symbolic Links (Symlinks)

How it works: Linux ln -s  pointing a local directory inside the web app root to

another local directory.

Pros: Instant, zero-overhead OS routing.

Cons: Does not work across network boundaries. A symbolic link cannot

target a remote cloud service like Google Drive directly; it requires a FUSE or 

rclone  mount underneath, inheriting all their stability risks.

The Verdict: What is Best Practice?

If you must leave PDFs in Google Drive, the Google Drive API (streaming through

your backend) or Public Share Links (for ultra-low traffic) are the standard

approaches. However, none of these are cloud best practices for web serving.

The definitive production best practice for serving web-facing PDFs is migrating

those public assets to Google Cloud Storage.
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3. Migrating Public PDFs to Google Cloud Storage

Why GCS is Preferred for Public Documents

1. Designed for High Concurrency: GCS handles millions of simultaneous

requests without throttling or presenting CAPTCHAs.

2. Direct Edge CDN Integration: GCS links integrate natively with Cloud CDN or

Cloudflare, caching your PDFs globally at edge locations close to your users.

3. Clean, Standard HTTP Endpoints: Gives you direct, clean URLs

( [https://storage.googleapis.com/bucket-name/doc.pdf]

(https://storage.googleapis.com/bucket-name/doc.pdf)  or custom domains like 

[https://docs.yourdomain.com/doc.pdf](https://docs.yourdomain.com/doc.pdf) ) without

redirect intercept pages.

4. Programmatic IAM Security: You can precisely configure access down to

individual objects, service accounts, or time-bound temporary URLs.

Step-by-Step Beginner Migration Strategy

Step 1: Install and Initialize gcloud  on Your Ubuntu VM

Log into your Ubuntu 24.04 GCP server and ensure the Google Cloud SDK is

ready:

Bash

sudo apt-get update && sudo apt-get install -y google-cloud-cli

gcloud auth login

gcloud config set project YOUR_GCP_PROJECT_ID

Step 2: Create a Dedicated GCS Bucket

Buckets must have globally unique names across all of GCP:

Bash
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gcloud storage buckets create gs://my-company-public-docs \

    --location=us-central1 \

    --default-storage-class=standard \

    --uniform-bucket-level-access

Step 3: Extract and Transfer PDFs using rclone

To move files programmatically from Google Drive to GCS while maintaining your

complete folder structure:

1. Install rclone  on your server:Bash

sudo snap install rclone --classic

2. Configure rclone  to authenticate with your Google Drive account:Bash

rclone config

# Follow prompts to set up a new remote named "gdrive"

3. Execute the migration:Bash

rclone copy gdrive:"/Path/In/Google Drive/PDFs" gs://my-company-public-docs/PDFs \

    --progress \

    --transfers=8 \

    --checkers=16

Folder Preservation: rclone  maps your Google Drive folder structure directly

into object key prefixes in GCS (e.g., gs://my-company-public-

docs/PDFs/2026/report.pdf ).

Step 4: Making the Bucket Public

To grant read-only public access to all PDFs in the bucket:
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Bash

gcloud storage buckets add-iam-policy-binding gs://my-company-public-docs \

    --member="allUsers" \

    --role="roles/storage.objectViewer"

Step 5: Handling Private Documents

For documents that must remain private (e.g., financial or personal records):

1. Do not grant allUsers  access to that bucket.

2. Create a separate, isolated bucket (e.g., gs://my-company-private-docs ).

3. Access these files strictly via Signed URLs or GCP IAM Service Accounts

within your application logic.

Updating Files Post-Migration

Updating files is trivial. You can upload updated PDFs via the GCP Web Console,

through the gcloud storage cp  command, or automatically from your Docker

application using GCP SDKs. GCS automatically updates the object and invalidates

cache layers based on your configured HTTP headers.

4. Storage Architecture
A common point of confusion for developers coming from local infrastructure is

understanding where files reside when using object storage.

┌─────────────────────────────────────────────────────────────────────────┐

│                       Google Cloud Infrastructure                       │

│                                                                         │

│   ┌─────────────────────────┐             ┌─────────────────────────┐   │

│   │   Compute Engine VM     │             │  Google Cloud Storage   │   │

│   │    (Ubuntu 24.04)       │             │   (Distributed Service) │   │

│   │                         │             │                         │   │

│   │ ┌─────────────────────┐ │             │ ┌─────────────────────┐ │   │

│   │ │ Persistent Disk     │ │  HTTP / API │ │ Object Store Pool   │ │   │

│   │ │ (Local Block: 60GB) │ │ ──────────> │ │ (Scalable Petabytes)│ │   │

│   │ └─────────────────────┘ │   Network   │ └─────────────────────┘ │   │
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│   └─────────────────────────┘             └─────────────────────────┘   │

└─────────────────────────────────────────────────────────────────────────┘

Where Do Your Files Reside?

They DO NOT live on your Ubuntu VM. Files uploaded to GCS do not reside

on your virtual machine's local disk.

They DO NOT consume your VM's 60 GB Persistent Disk. Your 60 GB disk is

block storage dedicated exclusively to your Ubuntu OS, Docker system

binaries, local container layers, and system logs.

GCS is NOT another Virtual Machine. You are not renting, provisioning, or

managing a server. It is a fully managed, serverless multi-tenant service.

Is it like Cloud SQL? Conceptually, yes—it is a managed cloud resource.

However, while Cloud SQL provisions dedicated database VM instances under

the hood, GCS is a massive, distributed infrastructure service with near-

infinite auto-scaling capacity.

Physical Architecture

When you save an object to GCS:

1. Google breaks your PDF into redundant data chunks.

2. It writes these chunks concurrently across multiple storage racks and physical

datacenters within your selected region ( us-central1 ).

3. It maintains strict metadata records to assemble the file on demand when an

HTTP request hits the endpoint.

4. Your VM accesses GCS across Google's internal high-speed datacenter

backplane network via standard HTTPS calls.

5. Integrating Google Cloud Storage with Docker

Architecture Flow

                               ┌────────────────────────────────┐

                               │       Browser / Client         │

                               └───────────────┬────────────────┘
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                                               │

                                               │ 1. Request Page / PDF Link

                                               ▼

                               ┌────────────────────────────────┐

                               │     Docker Web Application     │

                               │        (Ubuntu GCP VM)         │

                               └───────────────┬────────────────┘

                                               │

                                               │ 2. Authenticates via Service Account Key

                                               │    or Requests Signed URL

                                               ▼

                               ┌────────────────────────────────┐

                               │   Google Cloud Storage Bucket   │

                               │  (gs://my-company-public-docs) │

                               └───────────────┬────────────────┘

                                               │

                                               │ 3. Delivers Binary Stream / Public Link

                                               ▼

                               ┌────────────────────────────────┐

                               │            PDF File            │

                               └────────────────────────────────┘

Access & Security Control Mechanics

1. Public Buckets

Use Case: Fully open media libraries, public documentation, open-access

PDFs.

Implementation: Set allUsers  with roles/storage.objectViewer .

URL Format: [https://storage.googleapis.com/YOUR_BUCKET_NAME/path/to/file.pdf]

(https://storage.googleapis.com/YOUR_BUCKET_NAME/path/to/file.pdf)

2. Service Accounts (Machine-to-Machine Authentication)

Use Case: Your Docker app needs to upload, delete, or modify PDFs inside

GCS securely without making the bucket public.

Implementation:

1. Since your Docker app runs on a GCP Compute Engine VM, the best

practice is to attach a Service Account directly to the VM instance (using 

Workload Identity or IAM Application Default Credentials).
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2. Inside your Docker container, the Google Cloud SDKs automatically detect

these ambient VM credentials—no hardcoded API keys or JSON key files

required.

3. Signed URLs (Time-Limited Access for Private Files)

Use Case: Selling access to an e-book or displaying sensitive user invoices

without making the file public.

Implementation:

1. Your bucket remains completely private.

2. A user requests a PDF download from your Docker web app.

3. Your backend validates the user's session.

4. Your app uses the GCS SDK to generate a cryptographic Signed URL valid

for a short window (e.g., 15 minutes):Python

from google.cloud import storage

import datetime

def generate_download_url(bucket_name, blob_name):

    storage_client = storage.Client()

    bucket = storage_client.bucket(bucket_name)

    blob = bucket.blob(blob_name)

    url = blob.generate_signed_url(

        version="v4",

        expiration=datetime.timedelta(minutes=15),

        method="GET"

    )

    return url

5. Your app redirects the user's browser to this temporary link. The user

downloads the file directly from Google's fast infrastructure, bypassing

your web server's memory and bandwidth limiters.

6. Financial Breakdown & Cost Comparisons
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Google Cloud Storage uses metered pay-as-you-go pricing. You pay for three

primary components:

1. Data Storage: Gigabytes per month stored.

2. Network Egress: Data transferred out of Google's network to the internet.

3. API Operations: Class A operations (uploads/writes) and Class B operations

(downloads/reads).

Cost Estimation Table (US Regions - Standard Class)

Below is an estimated monthly breakdown assuming Standard Storage Class in 

us-central1  and moderate web download traffic (~20% of stored volume

downloaded monthly):

Capacity

Base Storage

Cost

(~$0.02/GB)

Est. Egress

(20% Outbound

@ ~$0.12/GB)

Est. API

Operations

Total Estimated

Monthly GCS

Cost

500 GB $10.00 $12.00 $0.20
~$22.20 /

month

1 TB $20.00 $24.00 $0.40
~$44.40 /

month

2 TB $40.00 $48.00 $0.80
~$88.80 /

month

GCP Free Tier Note: GCP provides a Free Tier including 5 GB-months of

Standard Storage in select US regions, 5,000 Class A operations, 50,000 Class

B operations, and 100 GB of egress per month to most destinations.

Comparing GCS Costs to Your Google One 2 TB Plan

Google One 2 TB Plan: Fixed rate of ~$9.99 / month.

Google Cloud Storage (2 TB raw capacity): ~$40.00 - $88.80+ / month

(depending heavily on download egress).

Why is GCS more expensive per gigabyte for large static storage?

AI-04460 GCP and Google Cloud Storage 15



You are paying for unrestricted API access, zero concurrency rate-limiting, edge

integration, enterprise SLAs, and fine-grained access control. Google One is

heavily subsidized because it assumes average consumer usage—most people

store files without hammering Google's servers with high-concurrency web traffic

downloads.

Typical Real-World Cost for Your Web PDF Library

If your public PDF library actually occupies 50 GB on GCS with modest public web

downloads (10 GB/month egress):

Storage (50 GB): $1.00

Egress (10 GB): $0.00 (Covered under GCP's 100 GB Free Tier Egress)

Operations: $0.05

Actual Monthly Bill: ~$1.05 / month

7. Best Knowledge Model (BKM) Architecture

Optimal Architecture Strategy

                                  ┌────────────────────────────────┐

                                  │          USER ASSETS           │

                                  └───────────────┬────────────────┘

                                                  │

                        ┌─────────────────────────┴─────────────────────────┐

                        ▼                                                   ▼

         ┌─────────────────────────────┐                     ┌───────────────────────────

──┐

         │     Google Drive / One      │                     │    Google Cloud Storage     

│

         │          (2 TB)             │                     │        (GCS Bucket)          

│

         ├─────────────────────────────┤                     ├───────────────────────────

──┤

         │ • Private Family Files      │                     │ • Public Website PDFs       

│

         │ • Personal Archives         │                     │ • WordPress Uploads/Media   

│

         │ • Working Draft Documents   │                     │ • Docker System Backups     

│

         │ • Internal Reference PDFs   │                     │ • Application Assets        

│
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         └─────────────────────────────┘                     └───────────────────────────

──┘

Why This Hybrid Model Wins

1. Cost Minimization: Keeps massive personal archives inside your existing

$9.99/mo Google One 2 TB plan, avoiding unnecessary GCS storage charges

for inactive personal data.

2. Production Performance: Places only web-facing application assets into GCS,

ensuring rapid downloads, high concurrency, zero rate-limiting, and direct

Docker integration.

3. Security Isolation: Prevents accidental public exposure of private personal

documents by keeping production infrastructure strictly decoupled from your

personal Google Drive.

8. Step-by-Step Practical Implementation Guide
Here is your complete blueprint to build and operate this setup from scratch.

Step 1: Create Your Public Web Bucket

Execute these commands in your Ubuntu terminal:

Bash

# 1. Define a globally unique bucket name

EXPORT BUCKET_NAME="my-app-public-assets-2026"

# 2. Create the bucket in your preferred region

gcloud storage buckets create gs://$BUCKET_NAME \

    --location=us-central1 \

    --default-storage-class=standard \

    --uniform-bucket-level-access

# 3. Enable public read access for web viewing

gcloud storage buckets add-iam-policy-binding gs://$BUCKET_NAME \

    --member="allUsers" \

    --role="roles/storage.objectViewer"
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Step 2: Upload Files and Test Public Access

Upload a sample PDF file to your new bucket:

Bash

# Upload a single file

gcloud storage cp sample.pdf gs://$BUCKET_NAME/documents/sample.pdf

# Upload an entire directory of PDFs recursively preserving structure

gcloud storage cp -r ./my_pdf_folder/ gs://$BUCKET_NAME/documents/

Verify public access in your web browser using the standard public HTTPS

endpoint format:

[https://storage.googleapis.com/my-app-public-assets-2026/documents/sample.pdf]

(https://storage.googleapis.com/my-app-public-assets-2026/documents/sample.pdf)

Step 3: Access GCS from Docker Web Apps (WordPress Example)

When running web apps like WordPress in Docker, use standard, community-

supported plugins to offload static uploads directly to GCS:

1. Install a plugin such as WP Offload Media or WP Stateless.

2. Configure the plugin to target my-app-public-assets-2026 .

3. Grant the VM's Service Account the roles/storage.objectAdmin  role:Bash

gcloud projects add-iam-policy-binding YOUR_GCP_PROJECT_ID \

    --member="serviceAccount:YOUR_VM_SERVICE_ACCOUNT_EMAIL" \

    --role="roles/storage.objectAdmin"

4. WordPress will now automatically stream media uploads straight to GCS and

serve public links to visitors seamlessly.

Step 4: Automated Server Backup Script

You can use gcloud storage  or rclone  to automatically back up your Docker

container volumes and database dumps from your Ubuntu VM to an isolated

private GCS bucket.
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Create an automated daily backup script ( /usr/local/bin/docker-backup.sh ):

Bash

#!/usr/bin/env bash

set -euo pipefail

TIMESTAMP=$(date +%Y%m%d_%H%M%S)

BACKUP_DIR="/tmp/docker_backups"

GCS_PRIVATE_BUCKET="gs://my-app-private-backups-2026"

mkdir -p "$BACKUP_DIR"

# Example: Export a database container dump

docker exec my_db_container mysqldump -u root -p'SecretPassword' --all-databases > "$BACK

UP_DIR/db_$TIMESTAMP.sql"

# Compress backup

tar -czf "$BACKUP_DIR/backup_$TIMESTAMP.tar.gz" -C "$BACKUP_DIR" "db_$TIMESTAMP.sql"

# Sync to private GCS bucket

gcloud storage cp "$BACKUP_DIR/backup_$TIMESTAMP.tar.gz" "$GCS_PRIVATE_BUCKET/daily-backu

ps/"

# Clean local temp files

rm -rf "$BACKUP_DIR"

Make it executable and attach it to a system cron  job:

Bash

chmod +x /usr/local/bin/docker-backup.sh

(crontab -l 2>/dev/null; echo "0 2 * * * /usr/local/bin/docker-backup.sh") | crontab -

Summary Blueprint

1. Keep Google One (2 TB): Treat this as your private desktop/laptop drive for

personal files, archives, and working drafts.

2. Deploy GCS for Docker & Web: Create a public GCS bucket ( gs://... ) for

WordPress assets, public PDF downloads, and web media; create a private

bucket for automated database/Docker volume backups.
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3. Connect via Native IAM: Utilize your GCP VM’s default service account rather

than hardcoding static API keys inside your containers.
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