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| signed up for a 3-year CUD for GCP - (e2-standard-4 (4 vCPUs, 16 GB Memory) (is these enough resources?). | have
Ubuntuserver + docker installed. | already have Docmost, Inventree, N8N, NPM, OpenEMR, OpenProject, PGAdmin,
PHPMyAdmin, Portainer, Webserver NGINX Lite, Wordpress and Zammad. Tell me 22 ways | can train myself for 3-years into
becoming a GCP expert. Make my monthly subscription.

Yes. Your current GCP lab is already an excellent foundation for a 3-year self-directed GCP apprenticeship. You don't
need to build a toy lab—you already have real applications running on Ubuntu + Docker, which gives you something much
more valuable: real operational problems to solve.

Your e2-standard-4 (4 vCPU / 16 GB RAM) is a reasonable starting point, but with Docmost + InvenTree + n8n + OpenEMR
+ OpenProject + WordPress + Zammad + several databases all on one VM, | would treat it as a learning/lab server, not a
permanently optimized production architecture. Monitor RAM, CPU, disk I/O and database load before deciding whether to
scale. Your 3-year CUD is particularly useful because Google Cloud positions CUDs for predictable workloads, and E2 is eligible
for Compute Engine commitments. (Google Cloud Documentation)

Your 3-Year GCP Apprenticeship

| would structure your 36 months around 22 competency areas:

# GCP Skill What you will learn

1 Compute Engine VMs, machine types, disks, images,
snapshots

2 Linux Administration Ubuntu, systemd, networking, storage,
troubleshooting

3 Docker Containers, Compose, images, volumes,
networks

4 Cloud Networking VPC, subnets, routes, firewall, NAT

5 DNS Cloud DNS, Cloudflare, records, domains

6 Load Balancing HTTP(S), TCP, health checks

7 IAM Users, service accounts, roles, least
privilege

8 Security secrets, keys, firewalling, hardening,
Zero Trust

9 Cloud Storage Buckets, lifecycle, backup, archival

10 Databases Cloud SQL, PostgreSQL, MySQL, backups

11 Infrastructure as Code Terraform

12 Cl/CD GitHub Actions, Cloud Build,
deployment pipelines

13 Cloud Run Serverless containers

14 GKE/Kubernetes Containers at scale

15 Observability Cloud Monitoring, Logging, alerts
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Backup/DR

Cost Optimization

High Availability

Data Engineering
Al/ML
Architecture

Professional Operations

And | would not study these as 22 disconnected courses.

Instead:

Learn — Build — Break — Recover — Automate — Document — Rebuild

That's how you turn your GCP account into a 3-year laboratory.

Your Monthly Subscription

Think of your CUD as buying a 36-month GCP laboratory subscription.

Every month has:

Snapshots, images, backup strategies,

recovery
Billing, budgets, CUDs, rightsizing

redundancy, failover, multi-zone
architecture

BigQuery, Pub/Sub, Dataflow concepts
Vertex Al and Al APIs
designing complete cloud systems

documentation, automation, incident

response

1 major topic + 1 lab project + 1 failure exercise + 1 automation + 1 piece of documentation.

You don't need to spend hundreds of dollars on courses every month. Google provides official learning paths and hands-on

labs, and recommends at least six months of hands-on experience before the Associate Cloud Engineer exam. (Google Cloud)

YEAR 1— CLOUD ENGINEER

Months 1-3 — Master Your VM

Month 1 — Compute Engine
Learn:

» VM creation

» E2 machine families
» machine sizing

» persistent disks

» snapshots

» images

» SSH

» startup scripts

» metadata

» instance templates

Project: Build your Ubuntu DockerLab completely from scratch.
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Break it: Delete the VM and rebuild it.

Month 2 — Linux + Docker

Master:

» systemd

» journald

» permissions

» users/groups

» SSH keys

» Docker networks

» Docker volumes

» Docker Compose

» container health checks

Project: Rebuild your entire Docker stack using Compose.

Month 3 — Storage + Backup

Learn:

» Persistent Disk
» snapshots

» Cloud Storage
» lifecycle rules

» archive storage
» backup strategy

Project:
Create:
DockerLab - Backup - Cloud Storage - Recovery

Then actually destroy something and restore it.

Months 4-6 — NETWORK ENGINEER

Month 4 — VPC

Learn:

» VPC

» subnets

» routes

» firewall rules

» internal IP

» external IP

» Google networking architecture

Project: Design your own production-style VPC.
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Month 5 — DNS + Cloudflare

You already have an excellent real-world environment for this.
Learn:

» DNS

» AJAAAA/CNAME
» Cloud DNS

» Cloudflare

» TLS

» certificates

» reverse proxy

» Nginx Proxy Manager
Project:
Build:

Internet » Cloudflare » GCP -» NPM - Docker - Application

Month 6 — Load Balancing
Learn:

» HTTP(S) Load Balancer

» backend services

» health checks

» forwarding rules

» SSL

» CDN concepts

Project:

Put a real application behind Google's load balancer.

Months 7-9 — SECURITY ENGINEER

Month 7 — IAM

Learn:

» IAM

» roles

» permissions

» service accounts

» organization/project hierarchy

» least privilege
Project:
Create separate identities for:

» administrator
» developer

» automation
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» backup

» monitoring

Month 8 — Secrets + Security

Learn:

» Secret Manager
» encryption

» KMS

» service accounts
» SSH security

» firewall security

» vulnerability management
Project:

Remove passwords/API keys from Docker Compose and move secrets into a proper secret-management architecture.

Month 9 — Security Architecture

Perform a complete security audit of your DockerLab.
Ask:

"If somebody compromises this VM tonight, what can they access?"
Then fix it.

This month is particularly important because your lab contains applications such as OpenEMR and Zammad, where security

architecture matters considerably more than simply getting the containers running.

Months 10-12 — CLOUD ENGINEER CERTIFICATION

Month 10 — Monitoring
Learn:

» Cloud Monitoring

» Cloud Logging

» metrics

» dashboards

» uptime checks

» alert policies

» log-based metrics

Project:

Create a DockerLab Operations Dashboard.
Track:

» CPU
» RAM
» disk
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» network

» containers

» uptime

» application availability

Month 11 — Cost Engineering

Become obsessive about:

» Billing reports

» budgets

» alerts

» quotas

» CUD utilization
» VM rightsizing
» disk utilization

» idle resources

Al-04692 GCP 3-Year Mastery Roadmap

Your CUD should become a learning tool, not something you forget about.

Google specifically describes resource-based CUDs as being intended for predictable resource usage. (Google Cloud

Documentation)

Month 12 — Associate Cloud Engineer

Take the Associate Cloud Engineer exam.

Google currently recommends 6+ months of hands-on GCP experience for this certification. (Google Cloud)

Your target:
GCP Associate Cloud Engineer

Then don't stop.

YEAR 2 — CLOUD ARCHITECT

Months 13-15 — Terraform

Month 13

Learn Terraform:
» providers
» resources
» variables

» outputs
» state

Month 14

Terraform:

» VPC
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» firewall
» VM
» disks

» service accounts

Month 15
The big test:

Destroy your entire GCP infrastructure.

Then:
terraform apply

and recreate it.

If you can do that confidently, you've moved from cloud user — cloud engineer.

Months 16-18 — CLOUD-NATIVE

Month 16 — Cloud Run

Take one Docker application and migrate it to:
Cloud Run

Compare:

Compute Engine + Docker
Vs
Cloud Run

Learn when each architecture makes sense.

Month 17 — Cloud SQL
Take PostgreSQL and learn:

» Cloud SQL

» backups

» HA

» replication concepts
» maintenance

» connection management

Move one of your applications from:
Docker PostgreSQL

to:

Cloud SQL PostgreSQL
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Month 18 — Kubernetes
Begin GKE.

Learn:

» pods

» deployments

» services

» ingress

» ConfigMaps

» Secrets

» persistent volumes

» autoscaling

Move a simple Docker application to Kubernetes.

Months 19-21 — DEVOPS

Month 19 — GitHub + GCP

Create:

GitHub

)
Terraform

)
GCP

)
Application

Month 20 — CI/CD
Build:

git push
{
build
!
test
!
container
!
registry
!
deployment

Month 21 — GitOps
Make Git the source of truth.

Al-04692 GCP 3-Year Mastery Roadmap
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Your goal:
No clicking in the console for normal deployments.

The console becomes your observability and emergency tool, not your primary management interface.

Months 22-24 — ARCHITECTURE

Month 22 — High Availability

Take one application and redesign it for:

» multiple instances
» health checks

» load balancing

» database resilience
» backups

Month 23 — Disaster Recovery

Create a real disaster scenario:
GCP region disappears.

Design:

Primary
!

Backup
{

Recovery

Measure your:

» RPO
» RTO

Then actually perform the recovery.

Month 24 — Professional Cloud Architect
Start preparing for:
Professional Cloud Architect

Google's current Professional Cloud Architect objectives emphasize architecture, infrastructure, security, optimization,

implementation and operational excellence. (Google Cloud)

This is where your 3-year plan starts becoming architect-level rather than VM-level.

YEAR 3 — CLOUD EXPERT

Now things get much more interesting.

https://docmost.gravelcloud.com/s/general/p/ai-04692-gcp-3-year-mastery-roadmap-KyhbsrMJhx 9/21


https://cloud.google.com/learn/certification/cloud-architect?utm_source=chatgpt.com

9/9/26, 6:07 PM

Months 25-27 — DATA

Month 25 — BigQuery

Learn:

» datasets

» tables

» SQL

» partitioning
» clustering

» cost management
Build:

DockerLab Analytics

Month 26 — Pub/Sub

Learn event-driven architecture.

Build:

Application
{
Pub/Sub
l
Consumer
l

Database

Month 27 — Data Pipelines

Learn the concepts behind:

» Dataflow

» ETL

» streaming

» batch processing

» event-driven systems

Months 28-30 — Al + GCP

Month 28 — Vertex Al

Learn:

» models

» APIs

» embeddings

» vector search concepts

» Al application architecture

Al-04692 GCP 3-Year Mastery Roadmap
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Month 29 — Build an Al Application

Create something useful around your existing infrastructure.

For example:

Documents
!
Embedding
!
Vector Search
!
AI

n8n

User

Month 30 — Al Automation

This is where your n8n experience becomes extremely valuable.

Build:

GCP
n8n

APIs
1
AI
1
Database
1

Notification

You're no longer merely learning cloud.

You're building cloud automation systems.

Months 31-33 — EXPERT OPERATIONS

Month 31 — Performance Engineering

Learn to answer:
Why is this application slow?
Investigate:

» CPU

» memory
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» disk I/O
» network
» database queries
» container limits

» application bottlenecks

Month 32 — FinOps

Optimize your entire environment.

Calculate:

Cost/application
Cost/user
Cost/request
Cost/database
Cost/storage

Cost/network

Your goal:

Get more capability without proportionally increasing cost.

Month 33 — Security Architecture

Perform your final security architecture review.

Build:

IAM

+

VPC

+

Firewall

+

Secrets

+
Encryption
+

Logging

+
Monitoring
+

Backup

Months 34-36 — YOUR CAPSTONE

This is the most important part.

Month 34 — Design
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Design your GravelCloud Reference Architecture.

Something like:

INTERNET

CLOUDFLARE

|
Y1
| GCP NETWORK |
I
|

V-

| |
| Load Balancing |
| |

T

|

|
[ I 1
v v v

Cloud Run GKE Compute Engine
| | |
L | |
l
|
I v 1
| Databases

Cloud Storage

Backup / DR

Month 35 — Build

Build your final architecture.
Use:
Terraform + GitHub + CI/CD + Monitoring + Security + Backup

Everything should be reproducible.

Month 36 — Destroy & Rebuild

This is your final exam.
Delete the environment.
Then rebuild it.

From:

GitHub
!

Terraform
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!
GCP
{
Docker/Kubernetes
{
Applications
!
Monitoring
1
Backup

If you can rebuild your cloud environment from code and explain why every component exists, you've accomplished the goal.

Your 36-Month Monthly Routine

| would make every month follow this same operating system:

WEEK 1 — LEARN
5-7 hours

Read/watch official material.

WEEK 2 — BUILD
5-7 hours

Implement it in your GCP environment.

WEEK 3 — BREAK
3-5 hours

Intentionally create failures.
Examples:

» delete firewall rule

» kill container

» fill disk

» stop database

» break DNS

» revoke IAM permission
» destroy VM

WEEK 4 — DOCUMENT
3-5 hours

Write:

What I built
Why I built it
How it works
What broke

How I fixed it
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What it costs
What I would change

Put everything into Docmost.

Your 3-Year Scorecard

Every month give yourself a score:

Area

GCP knowledge
Hands-on ability
Linux
Networking
Security
Automation
Terraform
Troubleshooting
Architecture

Cost optimization

Your goal isn't:
"l watched 500 hours of GCP videos."

Your goal is:

"l can build it, break it, troubleshoot it, secure it, automate it, explain it, and rebuild it."

Al-04692 GCP 3-Year Mastery Roadmap

Score
/10
/10
/10
/10
/10
/10
/10
/10
/10
/10

Your Existing DockerLab Becomes the Curriculum

This is the part | particularly like about your setup.

You already have:

Docmost — documentation lab
InvenTree — business application

n8n — automation

NPM - reverse proxy

OpenEMR — complex application/security
OpenProject — project management
PostgreSQL — database

MariaDB — database

phpMyAdmin — DB administration
pgAdmin — PostgreSQL administration
Portainer — container management
NGINX — web infrastructure

https://docmost.gravelcloud.com/s/general/p/ai-04692-gcp-3-year-mastery-roadmap-KyhbsrMJhx
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WordPress — CMS

Zammad - ticketing/application architecture

That's essentially a miniature enterprise environment.

Instead of adding 50 more containers, | would increasingly ask:
"How would Google Cloud run this application properly?"

Then compare:

Current

Ubuntu -» Docker - Application

'S
GCP-native
VPC -» Load Balancer » Cloud Run/GKE
{
Cloud SQL
{
Cloud Storage
{
Cloud Monitoring
{
IAM

That's how your existing lab becomes a 3-year GCP simulator.

The Certification Ladder

I'd use certifications as milestones rather than the purpose of the program:

Year 1

Associate Cloud Engineer
Year 2

Professional Cloud Architect
Year 3

Choose a specialization:

Cloud Security / Cloud DevOps / Data / Al

Google currently lists Associate and Professional certifications as distinct levels, with the Professional Architect certification

recommended for people with substantially more industry and GCP architecture experience. (Google Cloud)

Your "GCP Expert in 36 Months" Formula

I'd reduce the whole program to this:

https://docmost.gravelcloud.com/s/general/p/ai-04692-gcp-3-year-mastery-roadmap-KyhbsrMJhx
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36 MONTHS

AUTOMATE IT

DOCUMENT IT

REBUILD IT

TEACH IT

EXPERT

And one important point: don't feel obligated to upgrade the e2-standard-4 immediately. Start measuring it. If your
combined containers routinely push memory toward exhaustion, cause swapping, or produce sustained CPU/disk contention,

then resize. Otherwise, the constraints themselves are useful training in capacity planning and performance engineering.
Your CUD is actually a nice forcing function: instead of thinking "I'm paying for a VM for three years," think:

"l bought a 36-month cloud engineering laboratory."
That changes the entire purpose of the expense. (Google Cloud Documentation)

If by "monthly subscription” you meant a recurring monthly GCP training plan/reminder, | can turn this exact 36-month

curriculum into a month-by-month scheduled program.
Gemini

An e2-standard-4 (4 vCPUs, 16 GB RAM) is sufficient for your current stack, but running 12+ multi-tier services
(WordPress, OpenEMR, Zammad, OpenProject, PostgreSQL/MySQL engines) on a single monolith instance will cause high CPU
wait times and memory exhaustion during traffic spikes.

Optimizing this VM and breaking out into GCP native services provides hands-on practice toward GCP expertise.

Subscription Cost Breakdown

An e2-standard-4 VM in us-centrall costs ~$97.84/month on-demand. With a 3-Year Resource-Based Committed
Use Discount (CUD) (~55% off), your base compute costs drop significantly:

Item Estimated Monthly Cost
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Compute Engine ( e2-standard-4 3-Yr CUD) ~$44.03 / month
Boot Disk (100 GB Standard Persistent Disk) ~$4.00 / month
Static External IP Address ~$2.88 / month
Estimated Base Total ~$50.91 / month

Note: Network egress beyond 200 GB/month and managed external services (Cloud SQL, GKE) are billed separately.

22-Step Roadmap to GCP Expertise (3-Year Plan)
Phase 1: Compute & Storage Mastery (Months 1-6)

1. Swap Monolith for Managed Cloud SQL: Migrate local PostgreSQL and MySQL/MariaDB instances (supporting
WordPress, OpenEMR, Zammad) out of Docker into GCP Cloud SQL with automated backups and read replicas.

2. Implement Cloud Storage Offloading: Reconfigure Docmost and WordPress media uploads to write directly to GCS
buckets using standard S3/GCS S3-interoperability APIs.

3. Automate Infrastructure with Terraform: codify your entire existing VM setup—VPC, firewall rules, static IP, and VM
metadata—into reusable Terraform modules.

4. Build Image Factory with Packer: Create custom machine images (AMIs/GCE Images) with Docker, Nginx, and system
security rules pre-installed using HashiCorp Packer.

5. Configure Persistent Disk Snapshots: Build a lifecycle policy using Cloud Scheduler and VM snapshot schedules to

enforce strict crash-consistent point-in-time recovery.

Phase 2: Networking & Security Architecture (Months 7-12)

6. Deploy Cloud Armor & Cloud CDN: Place GCP Cloud External HTTP(S) Load Balancer in front of Nginx Proxy Manager
(NPM), enabling WAF security rules (Cloud Armor) and edge caching (Cloud CDN).

7. Transition to Private Service Connect: Block all public IP access to your Cloud SQL instances and route internal
database traffic via GCP Private Service Connect (PSQ).

8. Enforce Zero Trust with Identity-Aware Proxy (IAP): Lock down administrative tools (Portainer, PGAdmin,
PHPMyAdmin) behind GCP IAP to eliminate open public SSH and web ports.

9. Centralize Secrets Management: Replace environment variable files ( .env ) across N8N and your self-hosted apps by

injecting secrets dynamically from GCP Secret Manager.

|0. Implement Custom IAM Granular Roles: Practice Least Privilege Access control by creating customized IAM roles for
deployment pipelines and app services.

Phase 3: Observability, SRE & Operations (Months 13-18)
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[1. Install Ops Agent for Deep Metrics: Deploy the GCP Ops Agent on your Ubuntu instance to collect system metrics
(memory, disk 1/0) and route syslog/Docker logs directly to Cloud Logging.

|2. Build Custom Monitoring Dashboards: Create real-time Cloud Monitoring dashboards for CPU throttles, HTTP response

errors, and container crashes.

|3. Configure Alerting Policies & N8N Webhooks: Set up GCP alerting for high resource utilization and route alert

payloads directly into N8N to trigger automated auto-remediations.

|4. Conduct Chaos Engineering Exercises: Simulate node failures, out-of-memory crashes, and database drops to validate
recovery processes and RTO/RPO targets.

|5. Master Cloud Trace and Profiler: Instrument custom web applications to analyze latency bottlenecks and API response

rates across services.

Phase 4: Container Orchestration & Serverless Migration (Months 19-24)
|6. Migrate Light Services to Cloud Run: Shift stateless workloads (e.g., custom Nginx webservers, lightweight N8N

workers, AP| endpoints) from local Docker containers to GCP Cloud Run.

|7. Set up Artifact Registry: Build an automated container registry pipeline using GCP Artifact Registry to host and scan
private Docker images for security vulnerabilities.

|8. Deploy a GKE Autopilot Cluster: Spin up a Google Kubernetes Engine (GKE) Autopilot cluster and convert your Docker
Compose manifests into Kubernetes Helm charts.

[9. Automate GitOps Pipelines with Cloud Build: Establish CI/CD pipelines via GCP Cloud Build to build, test, and deploy
app updates automatically upon code push.

Phase 5: FinOps, Governance & Enterprise Strategy (Months 25-36)

’0. Analyze Cost Allocation with BigQuery: Export daily GCP billing data directly into BigQuery and build interactive cost
dashboards using Looker Studio.

)1. Set up Organizational Hierarchies & Policies: Structure projects, folders, and Organization Policies (e.g., restrict public
IPs, enforce location constraints) to mimic enterprise environments.

22. Earn Professional Certifications: Validate your hands-on experience by completing the GCP Professional Cloud
Architect and GCP Professional Cloud DevOps Engineer certifications.

Will I incur more expenses of the following?

Swap Monolith for Managed Cloud SQL: Migrate local PostgreSQL and MySQL/MariaDB instances (supporting WordPress,
OpenEMR, Zammad) out of Docker into GCP Cloud SQL with automated backups and read replicas.

Implement Cloud Storage Offloading: Reconfigure Docmost and WordPress media uploads to write directly to GCS buckets using
standard S3/GCS S3-interoperability APIs

Yes, both actions will add additional, separate expenses to your monthly bill.
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Your 3-year Committed Use Discount (CUD) covers only the base compute and RAM for your e2-standard-4 Virtual
Machine. Additional managed GCP services, standalone storage tiers, and external networking operate on separate pricing

models.

Cost Impact 1: Cloud SQL (High Cost Increase)

Moving your databases off local Docker onto managed Cloud SQL creates a new, managed infrastructure instance. You will

incur charges for:

1. Database Compute & Memory: Managed Cloud SQL instances run on their own dedicated hardware. A minimal single-
zone PostgreSQL or MySQL instance (e.g., db-custom-1-3840 with 1 vCPU and 3.75 GB RAM) costs roughly $30-
$40/month on-demand.

2. Database Provisioned Storage: Cloud SQL charges separately for provisioned SSD database storage (~$0.17-$0.22/GB

per month).
3. Automated Backups: Retaining automated Cloud SQL backups incurs storage charges (~$0.08-$0.11/GB per month).

4. Read Replicas: Each read replica requires a duplicate instance running at the same compute/storage rate, effectively

doubling or tripling your Cloud SQL bill.

Estimated Net Cost Change: +$35.00 to +$90.00+/month (depending on the instance tier and read replicas selected).

Cost Impact 2: Cloud Storage Offloading (Very Minimal Cost)
Moving media uploads and file storage for Docmost and WordPress directly to Google Cloud Storage (GCS) buckets using S3-

interoperability APIs increases costs marginally, but provides substantial benefits:

1. GCS Bucket Storage: Standard regional Cloud Storage costs approximately $0.02 per GB per month. Storing 50 GB of

media costs ~$1.00/month.

2. Operations (Class A & B): API requests (e.g., PUT, GET, LIST) cost fractions of a cent per 10,000 operations.

3. VM Disk Offloading Savings: Offloading media files lets you keep your Compute Engine Boot Disk small (e.g., 50-100
GB standard persistent disk at ~$0.04/GB/month), offsetting some GCS costs.

Estimated Net Cost Change: +$0.50 to +$3.00/month (assuming standard low-to-medium home laboratory file usage).

Expense Comparison Matrix
https://docmost.gravelcloud.com/s/general/p/ai-04692-gcp-3-year-mastery-roadmap-KyhbsrMJhx
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Action

Managed Cloud SQL

Cloud Storage Offloading

Al-04692 GCP 3-Year Mastery Roadmap

Additional Monthly Cost
+$35.00 to +$90.00+

+$0.50 to +$3.00

Expense Driver

New dedicated database
compute, SSD provisioned
disk, automated backups,

replicas.

GCS bucket volume and API
operations.

https://docmost.gravelcloud.com/s/general/p/ai-04692-gcp-3-year-mastery-roadmap-KyhbsrMJhx

Worth Doing?

Yes, for training. (If strictly
controlling costs, keep small
DBs in Docker and use

standard VM disk backups).

Yes. Very cheap, improves
performance, and teaches
core S3/GCS IAM patterns.
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